Dentists and the Mafia
Really?
I know.  You guys are thinking, “What in the world?!!”  This month’s article is going to talk about medical id fraud.  This was brought to my attention through a number of articles that I ran into discussing how organized crime has started breaking into the world of medical ID fraud.  Medical fraud has turned into big business.  Law enforcement officials are pointing out that the penalties for medical fraud are a lot easier than they are for drug crimes.  And the id fraud crimes can be even more lucrative than drugs.  One organized crime ring was charged with scamming Medicare of over $6M for durable medical equipment. (Zieger, 2009)  These kinds of crime require some phony businesses and just a wee bit of knowledge about the system.  Seems a lot easier than monkeying with all that drug smuggling, eh?
The Real Problem
Of course, headlines aside, I don’t really think dentists need to worry about buying protection from Tony Soprano any time soon.  There are more immediate problems that need to be addressed that aren’t nearly as dramatic – but when it comes to your business, they’re even more dangerous.  I’m talking about Red Flag rules and your compliance.
Red Flag What?
The government has gotten involved big-time and is trying to put a crimp in medical id theft.  There are some regulations out there that revolve around the terms creditor and covered account. (Toporoff)  Basically, health care providers may be covered by these regulations if the law’s definition of creditor covers your business.  (That can be as simple as regularly deferring payments for your patients while you wait for insurance payments to come in!!)  If your business IS covered by these regulations, you are required by law to set up an Identity Theft Prevention Program.  And the law is pretty specific about how this should look – it even covers who has to approve the program, such as your Board of Directors or if you don’t have a Board, a ‘senior employee’.
More Costly Measures
While this is the law, right now there are no criminal penalties.  But there are financial penalties.  Another important consideration is how this will affect your customers.  Think about how scary (and dangerous!) it can be for someone to have their medical ID stolen from them.  I recently ran across an article where a woman in Florida was billed by her local hospital for the amputation of her right foot.  It took her going in to the hospital and putting both of her feet on the administrator’s desk before they waived the charges.  (Both feet were still connected, by the way…)  The scary part for her was that whoever had stolen her ID had diabetes and the next time she was in the hospital for a relatively minor procedure, the nurse stated “Oh – I see you have diabetes.”  The subscriber with both feet does not have diabetes…  
Suggestions
· Immediately review the FTC’s site I’ve referenced under the article written by Toporoff in the Red Flag What? paragraph.  

· Setting up your policy can be a simple exercise in common sense and a one-page document in your files.  

· Review what your office is already doing to protect your customer’s information.  

· Review the red flags from the FTC site and incorporate those into your daily routine.  

· Make your staff aware of this problem.
· Along these lines, be aware yourself that some of the fraud out there is a result of medical ‘insiders’ such as clerks or even doctors themselves.  Every area of your business that touches IDs should have checks and counter-checks.
· Publish what you’re doing to protect your customers and help them be on the lookout for red flags as well.
Doing It Better
Today, dentists cannot just be good at dentistry.  Well, they can – but dentists who are just good at dentistry won’t be able to run their own business.  This is a scary issue with some very real problems.  Keep yourself and your staff informed and follow the rules.  Keep those lines of communication open with your customers so they can see the benefits that your practice provides above and beyond their teeth.  Let them see how you work hard every day to earn their trust and their business.  It will make a difference in your business.
The golden rule for every business man is this: “Put yourself in your customer’s place.”-  Orison Swett Marden
